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SCC.442 Penetration Testing

• 15 Credit module on the MSc in Cyber Security
• 150 hours of work expected from students, including:

• 16 hours of lectures
• 16 hours of labs
• 5 hours of group penetration testing assessment
• 5 hours of individual penetration testing assessment
• 10 hours of reflective essay on group assessment
• 16 hours of research essay
• 82 hours of self-study
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Goal: Students can 
successfully perform 
attacks against a 
vulnerable system as if 
they are performing a 
penetration test.

Non-goal: Students are 
experts in exploiting 
vulnerabilities.



What is in the labs

• A broad coverage of actions to 
take which can lead to exploiting 
a vulnerability

• Focus on technical aspects of the 
penetration test

• Vulnerabilities in modern OSes
• Debian 12
• Windows Server 2022



Issues Encountered

1. What students think is expected of them is unclear
2. In assessments, students approached technical problems poorly

• Do not consider the evidence available
• Try commands from labs without understanding why they were used
• Do not consider how to change commands based on circumstances
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Addressing Problem 1
Unclear expectations:
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Map Cyber Kill Chain to
Bloom’s Taxonomy
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Armstrong, P. (2010). Bloom’s Taxonomy. Vanderbilt 
University Center for Teaching. Retrieved 2024-08-19 
from https://cft.vanderbilt.edu/guides-sub-
pages/blooms-taxonomy/

Lockheed Martin. The Cyber Kill Chain. Retrieved 
2024-08-19 from 
https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kill-chain.html



Grading Scheme

• Use the standard PG Masters grading of Fail (<50), Pass, Merit and 
Distinction

• Two additions
• Basic: Fundamental, unable to perform to this level indicates a Fail
• Outstanding: Ability to successfully perform an attack
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Analyse
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CKC does not always map neatly to attack 
paths

Not all attack paths we wish to teach map neatly onto the CKC
• Works very well for intrusion into a system leading into priv. escalation
• Less well for other attack types (e.g., SQL Injection)
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CKC Attack Step – Priv Escalation Attack Step – SQL Injection

Reconnaissance Find credentials in DB dump Find DB vendor / version

Weaponisation Build reverse shell -

Delivery Deliver reverse shell Send query via webserver

Exploitation Run reverse shell Exploit improperly sanitised input

Installation Use reverse shell to perform exploit -

Command & Control Run commands on target as admin -

Actions on Objectives Capture flag Capture flag in secrets table



Addressing Problem 2
Poor approach to tackling technical problems:
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Understand Purpose Behind Actions



Encourage a scientific approach

• Students make a hypothesis at 
the start of the lab

• Students reflect on the 
hypothesis at the end of the lab

• Were their expectations met or 
not?
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Direct students to understand why

• Labs are not simply a recipe with 
instructions to follow

• Labs need to be viewed as a guideline 
to achieving compromise broadly

• This is just a specific example of how 
to compromise a system in a specific 
way

• Prompt students to consider why they 
are taking these specific actions

• Provide context as to why
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Reduce the amount of guidance

• Provide commands when students 
encounter them for the first time

• Students use manuals to change 
parameters

• Later in the course, primarily give high 
level instructions
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Exposure to broader context

Every lab indicates:
• which aspect of the CKC will be covered
• which weakness (CWE) will be exploited 

and via which attack pattern (CAPEC)
The lab document includes:
• citations and a bibliography

17



Takeaways

1. Ensure clarity in expectations
• Map CKC to Bloom’s Taxonomy
• Align teaching outcomes with attack steps

2. Understand purpose behind actions
• Students make and test hypotheses
• Less guidance further in
• Direct students to understand why:

• Why take a certain action?
• Context behind why an action should be taken
• Context behind vulnerability existing
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Thank you for attending, any questions?
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Lab Workbook

Exercises in non-modifiable 
format
• Students maintain lab book of 

penetration test during labs
• Practice report writing
Generate an answer book
• Know what you expect
• Support your teaching 

assistants
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Building the labs and assessment

Manually constructed machines
• Remembering how it was set it up is hard
• Changing configuration is difficult
• Hard to experiment and revert changes
• Corrupt VM images mean lost work
Automatically constructed machines
• Forces documenting machine set up
• Adjusting install script and rebuilding the 

machine is easy
• Easy to build a new image to experiment 
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Automated tests for assessment and labs

• Important to have confidence in 
machines

• Reliance on manual testing is 
slow and expensive

• Test cases as basis for mark 
scheme

• Not always straightforward to 
create
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