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Who am I?
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Matthew Bradbury

• Enjoy cycling (especially in the rain)

• Collect bronze frogs

• Have big family get togethers

• My music tastes haven’t changed 
much from when I was 20
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I work at Lancaster University

Lecturer in Cyber Security at 
Lancaster University
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London

Lancaster

Birmingham

Edinburgh



Lots of nice spots on campus
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What do you think I do?
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Find ingenious ways to secure Internet-
of-Things (IoT) networks from attackers
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Numerous applications, for 
example:
• Allowing Scientists to track 

pandas using sensors
• While also not allowing poachers 

to use the same sensors to find 
pandas

Photo by @Amivee taken at the Wolong National Nature Reserve



This is what I do!
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Some of this… (developing new theory)
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And this… (writing code!)

10



But also lots of this!
(experimentation and talks)
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How did I get into writing code?
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My attempt (not great)Actual game (much better looking)



What interests you about writing code?
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What are we going to look at in this session

Agenda

• How to make a secure password

• The value of your information

• Recognising spam and email manipulation

• Alternatives to pirated software

• The worldwide usefulness of computer and cyber security skills
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What is a password, why do we use them?

• Not everyone in the 
world should have the 
same access to a system

• Passwords are one 
approach to limiting who 
can login to a computer 
system

• A password is a shared 
secret
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Can I come 
through the 

gate? 
No!

You need the 
password

Here it is

Great! That 
unlocks it

The dog knows 
the password

Let me check 
it…

Check if it 
is correct



Not all passwords allow access to 
everything

• Not everyone should have the 
same access to a system

• Restrict access to parts of a 
system that you should not have 
access to

• Allow access to parts of a system 
that you should have access to

• Authentication – the process of 
verifying that you are who you 
claim to be
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Public (e.g., the website)

Private material students 
and teachers can access

Private and sensitive 
information only teachers 

can access



What do you think makes a good 
password?
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Don’t share a good password you have!



How can passwords be broken?

• Computers can quickly try many 
combinations to see what works

Password “abc”:

1. Try “a”, try “b”, …, try “z”

2. Try “aa”, try “ab”, …, try “az”

3. Try “aaa”, try “aab”, …, try “aaz”

4. Try “aba”, try “abb”, try “abc”

5. Found it!

18

• Computers can also use dictionaries of 
common passwords to quickly guess 
likely options

1. 123456

2. 123456789

3. picture1

4. password

5. 12345678

(source: https://nordpass.com/most-
common-passwords-list/)

Demo: Coding this!



Demo: Coding a password cracker

Before the demo

• Important to understand how to use these skills ethically

• Do not cause harm to others

• We will discuss ethics in more detail in session 3
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How can passwords be broken - Example

• Harder to guess password when:

• Longer

• Has numbers and characters

• Not words found in a dictionary

• Also, passwords could be poorly 
stored on websites and then leaked 
if their information is stolen
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Demo:
John the Ripper
https://www.openwall.com/john/

Ethics:
• Use this tool to test effectiveness 

of passwords
• It is not to be used to break into 

other systems

https://www.openwall.com/john/


Tools to check how strong your passwords 
are

• https://www.security.org/how-
secure-is-my-password/

• Never enter your actual 
passwords into any of these 
websites

• These websites can easily be used 
to harvest passwords
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https://www.security.org/how-secure-is-my-password/


Password Recommendations (before)

• Make them unique and memorable

• Do not reuse passwords on different websites

• Make passwords long (at least 8 characters)

• Include numbers and special characters !?@:{}

• Avoid common words

• Try to change passwords regularly
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Password Recommendations (now)

NIST:

• Make passwords long

My advice:

• Try to make passwords at least 12 
characters long

https://pages.nist.gov/800-
63-3/sp800-63b.html
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Password Managers

• An even better solution

• Use a password manager
• Lastpass

• 1Password

• KeePassXC (free)

• They generate passwords that 
are hard for computers to crack

• It is better to use a password 
manager, as these passwords are 
harder for humans to remember
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Easy to remember Hard to remember

Easy for a 
computer 
to crack

Harder for 
a computer 
to crack

• KjSpdJPsbX9xeG2
• u4@#1G!7sk;sb&

dh&HblVg!7BDsl*

• correcthorse~web
site:batterystaple

• password
• aaaaaaaa
• p@ssw0rd

• Xr7@#



Multi-factor Authentication

• Don’t just rely on 
passwords
(a secret you know)

• Also:
• Something you have 

(via two factor 
authentication)

• Something you are 
(biometrics)
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Password:
***********



Discussion: Your views on passwords

26



Computers and Cyber Security

Next Generation Programmers
9th June 2021
Dr Matthew Bradbury

27



The value of your information
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Information is the new digital currency

• Information is highly valuable

• It is how many online companies 
(e.g., Google and Facebook) make 
money

• They build a profile about you, in 
order to target adverts to you
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What are your:

• Interests / hobbies / activities

• Opinions

What is your:

• Age, Gender, Location, Income, 
Education Level, Personality



Who has a social media account?
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Information on the internet is hard to 
remove

• Information posted publicly is hard to remove

• Sites like the Wayback Machine aim to archive the internet
https://archive.org/web/
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Information on the internet is hard to 
remove

• People will write computer 
programs to scrape websites for 
information

• In April 2021 information on over 
530 million Facebook accounts were 
scraped

• https://about.fb.com/news/2021/0
4/facts-on-news-reports-about-
facebook-data/
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What types of information do you share 
online?
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Checking to see if you information has 
been leaked 

• https://haveibeenpwned.com/

• Be careful that you use trustworthy 
sites! These websites can easily be used 
to steal your information too!
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https://haveibeenpwned.com/


Laws exist in some places to be forgotten

• Some countries have laws on the 
“right to be forgotten”

• But only applies in some 
circumstances

• https://ico.org.uk/for-
organisations/guide-to-data-
protection/guide-to-the-general-
data-protection-regulation-
gdpr/individual-rights/right-to-
erasure/
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Rules when sharing online

• Do not publicly share personal 
information (date of birth, 
location, phone number)

• Do not share any content 
(pictures/text) that you do not 
wish to be shared further

• Make sure to follow the rules of 
the website you are using
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Discussion: Your views on social media 
and information value
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Recognising spam and email 
manipulation
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Spam or not spam?
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Spam!
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1. A large amount of 
money

2. They are not in 
good health

3. They want you to 
claim the money

4. It needs to be done 
urgently



Spam or not spam?
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Not spam!
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1. Check links for validity before clicking 
on them

2. Was this an email that you expected?

Visit the website directly instead of 
clicking on any of the links in the email



Spam or not Spam?
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Spam!
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• From and Reply-To 
differ

• The link is to a 
shortened URL, to 
hard to know what 
the target actual is 
http://bit.ly/...

• Why are they giving 
you free money?

Source: 
https://as.exeter.ac.uk/medi
a/level1/academicservicesw
ebsite/it/documents/Examp
les_of_spam_and_phishing_
emails.pdf



Spam or not Spam?
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Spam!
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• Why are they 
giving you free 
money?

• You need to pay 
$250 first



Spam or not Spam?
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Extortion!
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Source: 
https://www.bleepingc
omputer.com/news/sec
urity/beware-of-
extortion-scams-
stating-they-have-
video-of-you-on-adult-
sites/

• A password is leaked 
from a website

• Scammers try to use 
this information to 
extort money out of 
their target

• This is illegal in many 
countries (including 
Kazakhstan)

Article 194
https://adilet.zan.kz/e
ng/docs/K1400000226



Did it work?

• No!

• We can check the 
bitcoin wallet to see 
what transactions 
have been made

• Other scams have 
unfortunately 
worked
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Techniques to check email validity

• Do not rely on the email having been addressed to you by 
name

• If in doubt, do not click links on the email, go to the website 
directly

• If the email is too good to be true, it probably is

• If you are being offered money, try to think what the 
sender has to gain
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Discussion: Your views on spam and 
email manipulation
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Alternatives to pirated software
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Pirating Software

• Software can be very expensive

• It may seem easy to download 
and use a “cracked” version 
instead

• Pirates can edit software to 
remove licence checks

• However, there are a number of 
risks
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Software

Crack



Risks to Pirating Software

• Software can also be edited to 
include malicious code

• Pirated software is unlikely to be 
updated, so may contain 
vulnerabilities
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Software

Crack

Software

Crack
Malware



What kinds of malware might be 
included?

• Keyloggers and Spyware – To steal your passwords and information

• Ransomware – Which encrypts your files and demands payment

• Cryptocurrency Miners – Which steal your computers processing power 
to mine cryptocurrency

• Adware – That show intrusive and unwanted adverts on your computer

• Botnets – That use your computer to attack others on the internet

• Trojans – That allow attackers access to your computer
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Alternatives to Pirating Software

• Lots of software can be used for 
free!

• You can create and edit 
documents using LibreOffice

• https://www.libreoffice.org/
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Alternatives to Pirating Software

• You don’t even need to use 
Windows or MacOS

• Free Operating Systems are 
available
• You will need to use different 

programs

• You will need to learn how to use 
a different operating system

• Ubuntu is one example, but there 
are many others
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Why does this software exist?

• There is a philosophy to provide “free” software (also described as “libre”)

• What does free mean?
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Free Beer
(you do not need to pay money)

Freedom
Freedom to use, modify and share software



What freedoms do you get?

1. Run the program as you wish

2. Study the program and change it (look at the code)

3. Redistribute copies

4. Redistribute copies of modified versions

The aim is for you to be able to benefit the entire community 
with your work!

(https://www.gnu.org/philosophy/free-sw.html)
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What are the advantages?

• The community works together to improve software

• Allows the source code of programs to be inspected

• This includes identifying and fixing security vulnerabilities
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What are the risks?

• It takes time to maintain this 
software

• Many people do this work as a 
hobby

• Some foundations pay people to 
work on this software

• There is a risk that critical 
dependencies are not adequately 
maintained
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Randall Munroe https://xkcd.com/2347/



Risks – Case Study

• OpenSSL

• A core aspect of secure internet 
communications

• Multiple vulnerabilities found in it 
due to lack of resources (mid 2010s)

• Identified as critical, so has since 
received further investment
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https://heartbleed.com



Discussion: Your views on free software
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Software and Cybersecurity Skills
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The need for these skills

• There is a lack of people around the world with good 
software development skills

• There are also lots of malicious (bad) actors and a lack 
of people with the skills to defend systems from them

• Access to the internet means that anyone from around 
the world can interact with others with ease

• For projects where the source code is public, you can 
contribute and fix issues that you encounter
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The importance to use skills ethically

• With computer skills there is the importance that they are not used 
to cause harm to others

• It can be easy to do, even unintentionally

1. Do not prevent the correct operation of a computing system

2. Do not steal from others (including data and money)

3. If you encounter an issue, ensure that you responsibly disclose it

Remember – there are real people behind the screen
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What have we learnt?

• How to make a strong password

• The value of your information

• How to recognise spam and email manipulation

• Alternatives to pirating software

• The worldwide usefulness of computer and cyber security skills
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Thank you for attending!
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